
 

This makes it compulsory for  schools to notify  specific 
types of data breaches to the individuals affected by the 
breach, and to the Office of the Australian Information 
Commissioner (OAIC) 

This document sets out the processes to be followed by 
Hale School staff in the event that the School (or a third -
party holding information originating from the School) 
experiences a data breach or suspects that a data 
breach has occurred.  

Accordingly, Hale School needs to be prepared to act 
quickly in the event of a data breach (or suspected 
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IV. Which system(s) if any are affected? 

V. Whether corrective action has occurred to 
remedy or ameliorate the breach (or suspected 
breach) 

b. Assess 

Once notified of the information above, the Head of 
Information Technology must consider whether a 
privacy data breach has (or is likely to have) 
occurred and make a preliminary judgement as to its 
severity.  

I. Criteria for determining whether a privacy data 
breach has occurred 

Is personal information involved? 

Is the personal information of a sensitive nature? 

Has there been unauthorised access to personal 
information, or unauthorised disclosure of 
personal information, or loss of personal 
information in cir cumstances where access to 
the information is likely to occur?  

II. Criteria for determining severity 

The type and extent of personal information 
involved 

Whether multiple individuals have been affected. 
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�x Call upon the expertise of, or consult with, 
relevant staff in the circumstances . 

�x Engage an independent cyber security or 
forensic expert as appropriate. 

�x Assess whether serious harm is likely (with 
reference to section 3b above) 

�x Make a recommendation to the Head of 
Information Technology whether this breach 
constitutes a NDB for the purpose of 
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